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Abstract—Currently available systems for dynamic reverse
engineering do not have the satisfying quality. Therefore it is
necessary to set the assumptions needed to bring a new
methodology that would cover all of the existing solutions. Entire
analysis presented in this paper was based on a study of graphic
mode initialization of the GeForce GPU. Utilization of 2D
acceleration functions, and also all relevant details related to 3D
acceleration functions wer e included.

Index Terms—Data Gathering, Data Gathering Tools,
Dynamic Data Analysis, GeForce GPU, Operating Systems,
Rever se Engineering, Symbolic Debugging.

I. INTRODUCTION

HE reverse engineering became essential precondition for

software development. It is well known fact that software
maintenance (SM) represents the most expensive phase in a
software life cycle [13]. Most of time in the phase is dedicated
to the understanding of the analyzed system. Having in mind
that in particular parts of the phase up to 62% of time is spend
trying to understand the program, it is necessary to develop
efficient methodology for covering most frequent
problems[11]. Purpose of this paper is to present dynamic
analysis as a specific filed of reverse engineering, and data
gathering methodology as its most significant step. The
methodology arose as a result from the project that was
conducted on the Electrical Engineering Faculty in Belgrade
University. The project goal was developing of GeForce
graphic card drivers for PLURIX operating system, in the
following text will be referenced as the GF project. The
project started in a spring of 2002, when GeForce graphic chip
was inviolable leader on the market. At that moment there was
no documentation or source code available, though, retargeting
of the existing drivers was not an option, especiadly if we
consider the fact that PLURIX is based on a completely
different paradigm in the contrary to the traditional operating
systems. The PLURIX is actually distributed operating system
which relies on transactions as atomic operations. The
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transaction management follows the optimistic assumptions
with no looking introduced at all, which resultsin very fast and
simple algorithms in the kernel, but it implies additional
complexity for the driver programmers. In cases like this static
analysis is useless because there was no source code to be
analyzed. Decompiling of existing drivers would not bring
anything useful. The reason for this is dynamic driver loading
and run time dependency, so it is impossible to reduce
dynamic processes to the static foundations.

Dynamic analysis used during GF project involved
following steps. gathering of raw data, data processing, and
visualization of extracted information. In the following
sections universal methodology for the row data gathering will
be explained in detail, while other two steps will not be further
considered [1], [12].

Il. EXISTING SYSTEMSOVERVIEW

Currently available commercial software solutions have
wide spectrum of usage in cases when general purpose
applications need to be reengineered. Systems that incorporate
parts implemented in hardware require different treatment, and
therefore dynamic reverse engineering has to be used. Existing
tools are mainly oriented toward static source code analysis,
where possible, or toward invasive techniques for the purpose
of dynamic analysis. Those invasive techniques are based on
code modifications (some kind of debug statements are usually
added to existing code) and therefore easily implemented, but
could not be used for time critical hardware dependent systems
[3].

Working methodology of commercia static analyzers could
be useful in initial phases of reverse engineering work, and
they are usually adopt one of the following strategies: program
dlicing (analyzing only those parts of code that could be
relevant for the state of the variable at the given moment) [9],
design patterns recognition (mostly used for a object oriented
software), or code segments static analysis. Each of these
strategies could be used independently or jointly with each one
of the other two strategies, or both of them. All these
methodologies are trying to make appropriate model of the
cognitive process that happens inside of an expert mind during
reverse engineering. Their common characteristic is that they
are focused on solving concrete problems with no attention to
resolve more general ones. From that reason their applicability
islimited to specific needs of adaptive, corrective or perfective
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software maintenance.

Low commercial availability of high quality tools for
dynamic reverse engineering could be explained with small
interest group with extremely high demands for the automation
of the whole process. Total automation of the process is very
difficult to be fulfilled completely having in mind wide
problem area, and those who succeeded to partially implement
it, they keep it as a private propriety.

Inexistence of adequate methodology for dynamic reverse
engineering could be found in following reasons. dynamic is
less attractive then static analysis, because it requires higher
level of knowledge; limitations of data that could be gathered,
difficulties related to proper interpretation and visualization of
the extracted information [3], [8].

I1l. DYNAMIC DATA GATHERING METHODOLOGY

Understanding of the processor architecture is necessary
precondition for comprehension of the presented methodol ogy.
Especially important parts of the architecture are those related
to debugging and performance measurement capabilities.

Before the project started some decisions had to be made.
Those decisions have influence on the implementation and not
on the methodology itself. The first decision was selecting
operating system. Windows platform was chosen. Many would
be surprised with this decision, because well known fact is the
Windows source code is not publicly available, on the contrary
to the Linux open source community. The answer is that it is
wide-spread over personal computers in not only medium
sized but also in big enterprises. The second reason would be
demystification of the Windows secrets [10]. The last, but not
least important reason is personal satisfaction of the team
members.

This technique is based on a noninvasive dynamic data
gathering as the safest way to show the precise characteristics
of the analyzed system. This is true not only for applicative
software but also for analyzing of the every possible working
mode of the operating system. Those advantages were used
during GF project [4], [14].

For the purpose of the GF project it was necessary to gather
data about all accesses to the graphic card resources that are
done in the run-time on behalf of the operating system. Having
in mind that all used resources are memory mapped, it is easy
to conclude that presented methodology could be generally
used in cases when it is needed to record access to any
memory location. The capabilities of the Intel processors
(usage of DRO-DRS3 registers) were not satisfying because
access to numerous memory locations had to be evidenced [5].

First step of the agorithm is to determine page number
(segmented paged virtual memory) that correspondents to each
of the memory mapped location that we wish to observe [6],
[7.

The second step is to reset the present bit of each page that
was selected in the previous step (present bit that is placed in
the page descriptor). In this particular project we had a



Instr. Address Access Type Length Data Data Address
Oxbfc96bce Write DWORD 0x0000000 0xd8000140
0x80455b74 Read DWORD 0x11000b2 0xd8000000
0x80455hb5¢ Read BYTE 0x55 0xd8700000
0x80455b5¢ Read BYTE Oxff 0xd870c400
0x80455b74 Read DWORD 0x011000b2 0xd8000000
Oxbfbccac2 Read BYTE Ox(ff 0xd8300000
Oxbfbca696 Read DWORD 0x011010de 0xd8001800
Oxbfbcad5f Read DWORD 0x08c10110 0xd8100200
0x80455c00 Write DWORD 0x00000000 0xd8001830
0x80455bd8 Write BYTE Ox1f 0xd86013d4
0x80455b74 Read DWORD 0x02005748 0xd8001084
0x80455b74 Read DWORD 0x011010de 0xd8001800
0x80455h74 Read DWORD 0x801d4547 0xd8101000
0x80455h74 Read DWORD 0x02b00007 0xd8001804
0x80455b74 Read DWORD 0x03110111 0xd8000200
0x80455c00 Write DWORD 0x1f000102 0xd800184c
0x80455b74 Read DWORD 0x00004603 0xd8680504
0x80455b74 Read DWORD 0x000009ff 0xd8100228
0x80455b74 Read DWORD 0x0003be0c 0xd8680508
0x80455b74 Read DWORD 0x11000b2 0xd8000000
0x80455b5¢ Read BYTE Oxeb 0xd8700003
0x80455b74 Read DWORD 0x00000000 0xd8009200
| 0x80455b74 Read DWORD 0x04000000 0xd810020c
0x80455c00 Write DWORD 0x03020100 0xd8002210
0x80455c00 Write DWORD 0x00000000 0xd8710000
0x80455c00 Write DWORD 0x00000000 0xd8711000
0x80455c00 Write DWORD 0x00000000 0xd8712000
0x80455c00 Write DWORD 0x00000000 0xd8713000
0x80455c00 Write DWORD 0x00000000 0xd8714000
0x80455c00 Write DWORD 0x00000000 0xd8715000
0x80455c00 Write DWORD 0x00000000 0xd8716000
0x80455c00 Write DWORD 0x00000000 0xd8717000
Figure 2 Verification results. This figure presents data gathered during GF project with presented methodology.

situation to deal with the non cacheable pages (memory that is
physically located on the graphic card is memory mapped). If
the currently executing instruction tries to access observed
memory location, page fault interrupt will be raised (this is
because present bit in the page descriptor was reset). Interrupt
handler will do the instruction parsing and record all important
data (instruction address, instruction code, access type
write/read, data length, data, and data address). In the case of
read access we have to wait till end of the instruction to be
able to record the data that had been read from the location. In
order to obtain all mentioned data we have set trap flag in the
program status word (PSW). This will result in that after the
instruction finishes the trap interrupt will be raised. Trap
handler will read the data (in the case of read access) and reset
present bit (in both read and write access) that corresponds to
the page that has just been accessed. Before the trap handler
completes, trap flag has to be reset. It is obvious that the
described algorithm requires that interrupt handlers to be
hooked and new interrupt routines to be put on the beginning
of interrupt handler lists[2].

Operations that are referred in the agorithm (interrupt
handler hooking, present bit resetting, etc.) could be executed
only inside of the program with high level of privileges (kernel
level). From that reason during the GF project the SoftlICE
symbolic debugger had been used. The SoftICE is working on
the kernel level and it has one very important feature, the
possihility to be extended. This algorithm was implemented in
the extension had been written in the NASM assembly
language.

IV. PROJECT VERIFICATION

In order to verify the given methodology, described in the
previous section, part of the gathered data will be presented
and explained in details. The process of information extraction
and visualization will not be presented since it would require
complete understanding of the context in which the data were
collected.

The following listing (Figure 2) contains the data gathered
during graphic card initialization and graphic mode setting for



resolution of 1024*768 in 32 hit color palette with 60Hz of
vertical refresh rate [2]. Address range from D8000000 e, to
D8FFFFFFe) refer to memory mapped graphic card
input/output address space, while range from D0O000000 e to
D7FFFFFFhey refer to frame buffer range. The observed
graphic card is based on GeForce MX400 chip with 64 MB
RAM on board.

The format of the shown listing is as follows. The first
column is an address of the instruction that access to observed
memory range. The second column tells us the access type
(read or write). The next column presents access data length
(byte/word/dword), and it is followed with the column that
holds the actual data. The last column presents the address of
the memory location (the accessed location).

Explanation and information extraction is not the topic of
this paper, but for the illustration purposes will take a look at
the instruction on 804558 74y This instruction makes access
to frame buffer range mapped with offset 00100000 from
the start of the memory mapped input/output graphic card
address space (which start on the D8000000(e, in this
particular case). The address of the accessed register is
0000020Cex) from the start of the frame buffer. The name of
this register is NV_PFB_BOOT_0_RAM_AMOUNT, and it
holds the amount of onboard RAM memory. The information
about available memory is coded with bit range 27-20.
Meaning of those 8 hits is interpreted as follows: 02ey
(2MB), 04nexy (AMB), 08exy (BMB), 10peq (16MB), 20y
(32MB), 40pneq (64MB), and 80 (e (128MB). It is obvious
that in this particular case we had a graphic card with 64 MB
RAM onboard, which is verified with the value that was read
(04000000 ex) )-

From the presented example it is not difficult to understand
the overall complexity of this project. The project in which it
was necessary to analyze millions of bits and to find the
meaning for each one of them, as it was defined by one of our
project members.

V. CONCLUSION

Dynamic reverse engineering is till to be explored, but
methodology defined here is platform independent and
therefore could be used as a base for all future researches in
this domain. Further development of the methodology would
significantly decrease software engineering expanses and
consequently increase total quality of software products.
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